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Abstract: An Intelligent Decision Support System (IDSS) is being developed for the Korean APR1400 nuclear power plant (NPP) to
enhance decision-making and reduce human error under normal and abnormal conditions. As a non-safety monitoring prototype, the
IDSS is currently in development. While traditional Man-Machine Interface Systems in NPPs face risks from software and hardware
failures, the integration of deep learning introduces further challenges, particularly those related to open-source software and adversar-
ial Al threats. This study presented a comprehensive system-related risk management chain to address these issues. Risk factors in the
IDSS’s development and operation were identified using the NUREG/CR-6430 risk assessment methodology. Based on this, a man-
agement plan was established, including administrative and technical controls. Administrative measures addressed licensing and cy-
bersecurity for open-source components, while technical controls aimed to protect against cyber intrusions and maintain IDSS perfor-
mance. The proposed risk management chain is expected to reduce operational losses and improve efficiency in NPP applications. It
also supports the safe integration of intelligent systems into nuclear operations. Future efforts will apply the management chain across
the IDSS development lifecycle to validate its effectiveness and expand its application to broader intelligent system deployment in
NPPs.

Keywords: Intelligent decision support system in NPPs, Risk management in Al System in NPPs, Intelligent decision support system
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1. Introduction international and national organizations—such as the Interna-

Artificial intelligence (Al)-based decision support systems tional Atomic Energy Agency (IAEA), the United States Depart-

(DSS) in the nuclear energy field are rapidly advancing, with ment of Energy (U.S. DOE), and the Korea Atomic Energy Re-

growing applications in real-time operational monitoring, anom- search Institute (KAERI)—are facilitating the integration of Al

aly detection, predictive maintenance, and digital twin simula- into both safety and operational aspects of NPP management [1].

tions. These systems utilize sophisticated machine learning mod- 1.1 Previous Research

els to enhance operator situational awareness, detect equipment
malfunctions, and enable proactive maintenance planning. Em-
phasis is placed on human-in-the-loop designs, ensuring that Al
supports rather than replaces human decision-making, particu-
larly in safety-critical situations.

While regulatory authorities are carefully developing guide-
lines to ensure transparency, reliability, and explainability of Al

systems, numerous pilot projects and research efforts led by

Jang and Koo [2] proposed the Intelligent Decision Support
System (IDSS) for normal and abnormal conditions, which ex-
tends beyond the basic functions of data collection, storage, anal-
ysis, and prediction in APR 1400-type Korean Nuclear Power
Plants (NPPs). IDSS analyzes and provides critical information
to assist control room operators in decision-making. By visualiz-
ing information, the system reduces the operator’s cognitive load.

Additionally, it presents data on system-generated results and
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their underlying rationale, thereby enhancing decision-making
and minimizing human errors. The primary objective of develop-
ing IDSS for APR 1400-type Korean NPPs is to significantly re-
duce human error-induced failures and unplanned shutdowns.

Although quantifying the exact reduction in human errors due
to IDSS remains challenging, evaluating its effectiveness in pre-
venting past incidents is essential. Also, Jang and Koo [2] identi-
fied key design challenges in applying the fundamental technol-
ogy of an IDSS, as well as the necessary design and validation
technologies for its implementation. The role of IDSS in Korean
NPPs under normal and abnormal conditions is as shown in Fig-
ure 1.

There has been no prior example of integrating an Al-based
system as a subsystem within the MMIS (Man Machine Interface
System) of APR 1400-type Korean NPPs. While the risks asso-
ciated with traditional MMIS primarily involved software de-
fects, hardware failures, and digital common-cause failures, the
application of AI technology in IDSS introduced additional risks,
particularly those arising from the use of open-source software
and adversarial machine learning.

In recent years, Al systems have increasingly been adopted in
both critical infrastructure and high-risk domains, including
NPPs. This has accelerated research into Al-specific risk man-
agement methodologies and frameworks. Yang et al. [3] pro-
posed a real-time risk management system based on Living PSA
(Probabilistic Safety Assessment) using a GO-FLOW modeling
technique. Their modular and hierarchical structure enabled rapid

model updates and reliability assessments during NPP operation,
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Figure 1: Role of the IDSS in Korean NPPs under normal and

abnormal conditions
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demonstrating benefits in configuration management and online
safety monitoring. While this work enhances risk visibility for
operational personnel, it primarily focuses on system reliability
metrics rather than Al-induced risk factors. Bogdanov et al. [4]
developed a generalized risk management methodology for Al
systems aligned with ISO 31000, ISO/IEC 27005, and NIST Risk
Management Framework (RMF). Their work introduces three
blueprints for classifying Al system architectures and matching
risk control strategies accordingly. While comprehensive, their
framework remains largely abstract and lacks application-spe-
cific tailoring such as that required in nuclear domains. Lim et al.
[5] applied the NIST AI Risk Management Framework to a na-
tional technology database, introducing a MAP-MEASURE-
MANAGE methodology to ensure regulatory compliance and
traceability of Al-generated insights. Their work focuses on pol-
icy analytics, employing supervised learning and natural lan-
guage processing tools for large-scale document analysis. Alt-
hough relevant in terms of demonstrating Al governance princi-
ples, their domain and operational constraints are significantly
different from safety-critical control systems like IDSS in nuclear
power. Giudici et al. [6] introduced a KAIRI (Key Al Risk In-
dicators) framework that quantifies four core dimensions of Al
trustworthiness—Sustainability, Accuracy, Fairness, and Ex-
plainability (S.A.F.E). These are statistically grounded indicators
aimed at financial Al applications, but the methodology can be
extended to high-risk Al settings by applying objective, repro-
ducible metrics to monitor Al trust over time.

In recent related studies, including the AI RMF, researchers
have proposed using quantitative indicators such as loss event
frequency, loss magnitude, model confidence scores, and fairness
metrics to evaluate risks in Al systems. While these methods en-
able numeric comparison and automation, they are heavily de-
pendent on large volumes of operational data, which may not be
available during early system design phases as in this study.
Whereas prior studies either (1) focus on probabilistic safety as-
sessments in NPPs without addressing Al-specific risks, or (2)
propose statistical Al risk metrics in finance or government sys-
tems without integration into Software Development LifeCycle
(SDLC) [7] of critical infrastructure. Also, conventional ap-
proaches lack continuous traceability and validation mechanisms
for managing evolving risks. To solve this, we propose a lifecy-
cle-oriented “risk management chain”. Specifically, we propose
a structured risk management chain based on NUREG/CR-6430

[7] risk assessment, incorporating both administrative and
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technical controls for Al-based IDSS in nuclear applications. The
proposed model thus addresses both design-time risk mitigation
and operational traceability—bridging a critical gap in Al-ena-
bled NPP safety systems. Jang and Koo [2] proposed a prototype
of the IDSS for Korean NPPs, emphasizing that potential risk
factors should be identified and managed in advance to minimize
operational errors. However, their study focused mainly on the
design challenges and countermeasures for implementing IDSS,
without suggesting a specific framework for managing the iden-
tified risks. Therefore, this study builds upon the previous work
to qualitatively identify system-related risk factors during IDSS
development and operation, and to design a risk management

chain to efficiently address them.

1.2 Research Methodology

This study presents a system-related risk management meth-
odology specifically designed for the development and operation
of an IDSS in NPPs. Based on the NUREG/CR-6430 [7] risk as-
sessment matrix, the proposed approach emphasizes lifecycle-
based, traceable risk management even in the absence of suffi-
cient operational data. This method fills a methodological gap by
addressing the limitations of data-dependent quantitative risk
frameworks such as the NIST AI RMF [8] and Giudici et al. [6],
which may be ill-suited for high-assurance domains like NPPs.

The core concept of this methodology is the 'system-related
risk management chain,' defined as a structured, recursive, and
lifecycle-oriented framework that integrates risk control pro-
cesses across both development and operational phases. It con-
sists of three interlinked phases: (1) Risk Identification, (2)
Countermeasure Implementation, and (3) Validation & Feed-
back. Unlike conventional quantitative models, this chain priori-
tizes qualitative assessment and traceability, enabling proactive
risk management without requiring extensive runtime metrics.

This chain incorporates both administrative and technical con-
trols, ensuring regulatory compliance while allowing for iterative
feedback between observed vulnerabilities and the effectiveness
of implemented safeguards. Its integration within the IDSS de-
velopment lifecycle also enables alignment with design guide-
lines such as NIST AI RMF [8], Software Bill of Materials
(SBOM) requirements [9], Korean guidelines for Trustworthy Al
[10], NUREG 0700 [11], and TTAK.KO-10.1497 [12].

As the IDSS prototype is currently under development, this
study does not include quantitative metrics of risk reduction. In-

stead, the effectiveness of the proposed risk management chain
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Table 1: Comparative summary of risk management approaches

Comparison System-related Risk Quantitative Risk Ap-
Item Approach (proposed) proach [6]
. High-assurance sys- General Al systems
Target Domain tems (e.g., NPPs) (e.g., finance, health)
Qualitative chain: Quantitative metrics:
Approach .
Type Identify — Implement | Frequency, Exposure,
yp — Validate/Feedback Confidence
NUREG/CR-6430 +
Framework Safety Guidelines NIST AI RMF, Giu-
Base (e.g., NUREG 0700, dici et al. (2024)
TTAK)
Verification Traceability through Numerical simulation
Method development lifecycle | and benchmark testing
Strong alignment with . L
Regulatory NRC, KINS, and Ko- Ifllimﬁfgl;i?ﬁ?ogé?
Alignment rean Al safety stand- g Uty
mains
ards
Data Depend- Low: Des1gned.for ngh: Reqqlres opera-
early-stage use without | tional metrics and his-
ency full datasets torical data
Integrates with SBOM, | Dependent on precise
Adaptability KAIRI, safety modes metric definitions and
for future enhancement data quality

is demonstrated conceptually by embedding it into the system
architecture, with future work aiming to include measurable in-
dicators suitable for IDSS characteristics. The comparative sum-

mary of risk management approaches is as in Table 1.

2. IDSS Prototype

The IDSS is designed using data-driven and deep neural net-
work-based algorithms to enhance robustness and predictive ac-
curacy across various measurement variables encountered under
diverse NPP conditions. It predicts plant behavior based on reli-
able signals, diagnoses the current state, and calculates the re-
maining reactor trip time, thereby informing operators of the
available response window. In single abnormal scenarios, it rec-
ommends actions in accordance with procedural guidelines,
while in complex situations, it suggests optimal functional recov-
ery strategies [2].

The IDSS operates within a secure development environment
(Figure 2 (a))—which includes a nuclear big data platform and
a deep learning model platform—as well as a secure operational
environment (Figure 2 (b))—comprising IDSS servers and IDSS
displays, as illustrated in Figure 2. In future implementations,
development environment equipment will be located outside the
NPP, whereas operational environment equipment will be posi-
tioned in the control room and computer room within the auxil-
iary building of the NPP. The secure development process, con-

ducted externally, involves iterative cycles of data management,
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analysis, model training, and performance evaluation using the
big data and Al platforms. The resulting Al models and algo-
rithms are distributed as software through containerization, lev-
eraging a microservice architecture. Meanwhile, secure opera-
tions within the power plant are facilitated by integrating IDSS
display pages into the information display screen layer of the dual
IDSS server, which is housed in both the computer room and the
main control room control panels.

The IDSS is made up of several key components, each with its
own set of capabilities that work together to support real-time
operations in a nuclear power setting.

First, there's the Big Data Platform, which acts as the founda-
tion for all data-related tasks. It collects and organizes large vol-
umes of data, processes it to handle missing values or outliers,
and labels it for training. It also takes care of balancing uneven
datasets, cataloging and integrating different data sources, sam-
pling, selecting relevant features, and storing everything safely.
On top of that, it helps with system configuration, validates the
data’s quality, and even provides tools to visualize it all in a clear,
user-friendly way.

Then there's the Artificial Intelligence Platform, which is
where the heavy lifting in terms of Al happens. This platform is
responsible for training deep learning models and fine-tuning
them through hyperparameter adjustments. It tests how well the
models perform, checks if they’re overfitting or undergeneraliz-
ing, and ensures they’re robust enough to handle sensor aging or
external disturbances. It also includes tools to explain how mod-
els arrive at certain decisions—what we call explainable Al
(XAI)—and keeps track of different model versions with all their
metadata. It manages the models' storage, registration, monitor-
ing, and ensures they can work with other systems seamlessly.
At the heart of the system is the IDSS Server, which is where
real-time decision-making happens. It validates incoming sig-
nals, detects abnormal conditions, predicts how situations may
evolve, and suggests actions to prevent potential problems. It
uses the trained Al models to do all this, and it feeds the results
into the system interface. It also evaluates how trustworthy its
own responses are and checks the reliability of the data it's work-
ing with.

Lastly, the IDSS Display makes everything accessible to op-
erators. It presents them with clear, actionable information—like
alerts, trip forecasts, and recommended procedures—while also
showing how confident the system is in its suggestions. If the
system notices its own performance slipping, it can trigger a safe

mode to ensure continued safety.
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for APR 1400-Type Korean NPPs

3. Design of a System-related Risk Management
Chain of the IDSS Prototype

The risk management chain for the IDSS prototype aims to
minimize operational losses resulting from risk-induced reactor
shutdown in NPP operations by systematically identifying, as-
sessing, and managing risks. Additionally, it seeks to enhance op-
erational efficiency and build stakeholder trust to ensure the
safety and reliability of NPP operations. The design process of
system-related risk management chain of the IDSS prototype is

shown in Figure 3.

3.1 Risk Identification for the IDSS Prototype
According to ISO/IEC 24028 [13], specific Al technology-
based system risks must be evaluated from a reliability perspec-

tive, with priority given to risks with the most significant impact.
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Risk identification
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applicability for security controls

Establishment of system-related risk
management chain

Figure 3: The design process of system-related risk management

chain of the IDSS prototype

Based on these guidelines and the structure and functions of the
IDSS prototype, this study categorizes IDSS risks into four key
areas: data, algorithm, model, and system risks.

The management strategies for each category of the IDSS pro-

totype are as follows:

« Data-related risks, such as data quality and security issues, can
be mitigated by standardizing data management. This involves
creating detailed descriptions of data for learning, testing, and
validation, as well as verifying data integrity based on these

descriptions.

« Algorithm-and model-related risks can be addressed by ensur-
ing transparency in the model development process. This in-
cludes documenting Al model specifications and providing ex-
planations of model information and results. Additionally, de-
fining reliability levels and acceptance criteria for model out-
puts can enhance trustworthiness. To counteract adversarial
machine learning threats, a reliability enhancement model can
be applied, thereby improving robustness. Furthermore, the im-
pact of such risks can be minimized by establishing model
specification guidelines and conducting model validation ac-

cordingly.

System-related risks can arise from system errors, hacking,
vulnerabilities, and compatibility issues with other systems.
These risks are closely tied to the use of open-source software,
which is essential in implementing Al-based systems. Notably,
since this is the first instance of an Al-driven system design
incorporating open-source software into the MMIS design of
NPPs, evaluating and managing cybersecurity threats is partic-

ularly critical. Adversarial machine learning threats associated

Table 2: Risk impact analysis and assessment

Severity Level
Fravaes | oo | coien | o | Vgl
Frequent High High High High
Probable High High Medium Low
Occasional High High Medium Low
Remote High Medium Low Low
Improbable | Medium Low Low Low

with open-source software can significantly affect not only sys-

tem-related risks but also data- and model-related risks.

3.2 Risk Assessment of the IDSS Prototype

ISO/IEC 24028 [13] and ISO/IEC 23894 [14] individually
outline risks that must be considered when evaluating the relia-
bility of Al-based systems. These standards emphasize that man-
agement measures should prioritize risks with the greatest im-
pact. During the identification and management strategy devel-
opment for the IDSS prototype, it is determined that open-source
software use and adversarial machine learning threats have a sig-
nificant impact on data-related, algorithm- and model-related,
and system-related risks. Consequently, these risks are classified
as high-priority system-related risks in the IDSS prototype
through risk impact analysis. The occurrence of risk factors in the
IDSS prototype is assessed based on severity levels and occur-
rence frequency categories (e.g., unlikely, likely, rare), as pre-
sented in Table 2, referencing NUREG/CR-6430 [7]. These as-
sessments reflect the impact of NPP IDSS risk factors, with the
most critical risks requiring immediate evaluation and prioritized
countermeasures. Since the IDSS prototype is a non-safety mon-
itoring system that supports the main information system of the
main control room without involving control actions, its failure
has a low impact on the overall safety of the NPP. However, as
this marks the first instance of an Al-based system design utiliz-
ing open-source software in an NPP, evaluating and managing
cybersecurity threats is crucial. Security threats associated with
open-source software not only affect data-related, algorithm- and
model-related, and system-related risks but may also provide in-
correct information to the main control room operator.

Therefore, the security threats associated with open-source
software in the development and operation of the IDSS prototype
are assessed as occurring occasionally with a critical impact, re-
sulting in a risk impact classification of “high.” Similarly, ad-
versarial machine learning threats due to open-source soft-

ware are evaluated as remote (infrequent) within the NPP IDSS
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development and operation environment but are still considered
to have a critical impact, leading to a risk impact classification of
“medium.” Accordingly, this study prioritizes the management
and mitigation of system-related risks in the IDSS prototype, fo-
cusing on risks arising from open-source software and adversar-
ial machine learning. This prioritization is based on risk impact

analysis and evaluation following NUREG/CR-6430 [7].

3.3 Setting System-related Risk Management Direction
for the IDSS Prototype

The IDSS prototype faces two major categories of system-re-
lated risks: those stemming from open-source software and those
related to adversarial machine learning. As open-source compo-
nents are extensively used to accelerate development and incor-
porate advanced technologies, potential issues such as licensing
conflicts, security vulnerabilities, and compatibility problems are
key concerns. To manage these risks, a SBOM is maintained to
track all software components, including packages, frameworks,

and libraries. This approach helps quickly identify security issues

* Seo-Ryong Koo

Table 3: SBOM management form for IDSS prototype

Item

Description

Component Supplier

Software, supplier name

Copyright holder
(Component Author)

Software licenses, the original copy-
right holder of the software

Component Name

Component name

Component Version

Component version

Unique Identifier

Format ID

License Name

Component license

vulnerability DB

DB name

Relationship

Dependency between software com-
ponents

Release Date

Release date

CVE ID

CVE-Year-Serial

CVSS Base Score

Base, Impact, Exploitability

CVSS Severity

High, Medium, Low, None

and manage module dependencies. Since specific guidelines for
open-source software use in the nuclear sector are not yet estab-
lished, the IDSS prototype adopts Korean standards TTAK.KO-
11.0309 [15] and TTAK.KO-11.0322 [16] to ensure secure and

systematic software use. The list and versions of components are

I
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continuously monitored throughout the development and opera-
tional stages to minimize potential risks. The SBOM manage-
ment form for thje IDSS prototype is as shown in Table 3.
Adversarial machine learning poses another serious risk, in-
volving attack techniques such as poisoning, evasion, extraction,
and inference attacks—all of which aim to compromise the accuracy
or reliability of the system by manipulating training data or
model inputs. These threats can lead to critical decision-making
errors, making it essential to implement robust countermeasures.
Given that the IDSS prototype serves a vital function in NPPs,
it is treated as a high-priority cybersecurity asset. Security strat-
egies are designed to defend against unauthorized access, data
manipulation, and other threats, ensuring the core principles of
data confidentiality, integrity, and availability are upheld. These
strategies follow recognized nuclear cybersecurity standards,
such as KINAC/RS-015 [17] and NEI 13-10 [18], and are incor-
porated into each phase of the SDLC as part of a comprehensive

system-related risk management plan.

3.4 Evaluation of the Graded Applicability for Security
Controls

According to the identification procedures for Critical Sys-
tems (CS) and Critical Digital Assets (CDA) outlined in
KINAC/RS-015 [16], and as illustrated in Figure 4 and Figure
5, the IDSS for APR 1400-type Korean NPPs is classified as both
a Critical System (CS) and an indirect Critical Digital Asset
(CDA). Based on the graded application of security controls, as
determined through the CDA-specific impact assessment and
type classification from the NEI 13-10 [18] security controls as-
sessment methodology, the IDSS functions as a decision-support
system for NPP operators under both normal and abnormal oper-
ating conditions. Even if adversarial learning threats due to open-
source software usage cause the IDSS to fail, the safety and
safety functions of the NPP are not directly affected.

Since the final operational decisions are made by human op-
erators, alternative means are available to compensate for poten-
tial system failures. Therefore, the IDSS is classified as an indi-
rect Critical Digital Asset (indirect CDA). To manage potential
security risks, the IDSS development process includes the appli-
cation of a SBOM to identify vulnerabilities, and adopts a base-
line set of security controls appropriate for its classification based
on NEI 13-10 [18]. The detailed countermeasures for each con-

trol method of the IDSS prototype are presented in Table 4.

Journal of Advanced Marine Engineering and Technology, Vol. 49, No. 3, 2025. 6

Table 4: Detailed countermeasures for each control method of

the IDSS prototype
Control Detailed Detailed Countermeasures
Items Items
Vulnerability NA Not applied due to limitations in the development
Assessment and validation of IDSS prototype
Penetration N/A Not applied due to limitations in the development
Assessment and validation of IDSS prototype
Physical
protection | Independent execution space configuration
zone
® Entry and exit only by authorized personnel,
Ezgze::d entry and exit records and maintenance
control | © Entrance card reader, entry and exit only by au-
thorized personnel and history storage
® Cabinet door lock application
N . . . -
Physical Monitoring through diagnosis and providing
results to users
. access o .
Physical Con- |~~~ | ® Application software cannot be changed during

trol online use,
® Password setting when system booting

® Security guidelines and defense measures edu-
cation for participants

® IDSS development devices are accessed only
by authorized personnel through user authentica-

User secu-
. tion

i
Y ® Separation of system administrator authority

and user authority
® User authority setting for restriction of access
authority by task

® Independent network configuration to prevent
wired and wireless connections between the oper-
ating

network and the Internet
® Measures to disable wireless communication
functions when bringing in devices
® Prevention of network access not authorized by
the system administrator

Wire-
less/wired
Control (air-
£ap)

Network
security

® Source code and applications must be stored
and accessible on a configuration management
server

independent of the document management
system

® Seal or disable unused ports

® Manage portable storage media according to
media security management guidelines

® Use passive storage media and prohibit use of
mobile devices when using portable media

® Block installation and execution of unnecessary
applications

® Suppress use of unnecessary shared folders

Media Con- Media
trol control

Use the developer document management system
to manage the history of development outputs,
and perform access control according to author-
ized authority.

Configura-
tion man-
agement

Configuration
Management

Periodic In-
spection

Periodic | Perform periodic inspections according to the set
inspection | diagnosis table

Self-diagnosis of the execution cycle must be per-
formed to detect errors that exceed the set execu-
tion cycle or are not executed within the execution
cycle start time, and the self-diagnosis results
must be provided to the user. This is implemented
as a safe mode function of the prototype, and is
excluded from the management items of this doc-
ument

Continuous
Monitoring of
Security
Measures

Perfor-
mance
evaluation
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3.5 Establishment of System-related Risk Management
Chain for the IDSS Prototype

The system-related risk management chain for the IDSS pro-
totype is structured into three core stages: planning, administra-
tive control, and technical control (see Figure 6). These stages
collectively define a continuous lifecycle for identifying, mitigat-
ing, and responding to risks throughout development and opera-
tional phases. The process begins with a system-level risk man-
agement plan, followed by administrative implementation across
the software development lifecycle (SDLC), and concludes with
technical controls—particularly safe mode execution—during

operational anomalies or failures.

3.5.1 System-related Risk Management Plan
The risk management plan for the IDSS prototype involves
three primary activities: risk identification, control item defini-

tion, and guideline establishment.

« Risk Identification: Risks are identified through analysis of the
software environment and the use of open-source components,
with adversarial machine learning highlighted as a major con-

cern. A preliminary SBOM is

compiled to document these components, aligned with stand-

ards such as TTA.KO-11.0309 [15] and NEI 13-10 [18].

Control Item Definition: The IDSS, classified as an indirect

Critical Digital Asset (CDA), is not safety-critical but requires
risk mitigation due to potential vulnerabilities. Baseline secu-
rity controls, such as physical, network, wireless, and media
controls, are applied. Safe mode is also defined as a technical

control for performance failures.

 Guideline Establishment: A detailed risk management plan en-

sures that administrative and technical controls are documented
and implemented throughout the SDLC. This includes record-
keeping, evidence generation, and final evaluation reporting

(See Table 5).

3.5.2 Administrative Control and Response to System-related
Risk

Administrative control and response for IDSS prototype risk
consist of the system-related risk monitoring and system-related
risk management and minimization. Detailed descriptions of
each sub-item are provided below:

1) System-related Risk Monitoring: System-related risk monitor-

ing for the IDSS prototype involves managing the SBOM, base-

line security control, risk impact analysis, and evaluation to
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Table 5: Risk management activities

Stage Risk Management Activities
. i i-
Concept Establishment of a secure development envi
ronment
Requirement
Design ¢ Evaluation of the appropriateness of maintain-
Implementation | ing countermeasures for a secure development
Test environment
Evaluation
Input ® System-related risk management plan
® Creation of system-related risk management
implementation data
Results ® System security measure management and im-
plementation report (including improvements)
® System-related risk management evaluation
report

ensure risk-specific management control at each SDLC stage.

Detailed descriptions for each item are outlined below.

* SBOM Management: SBOM management is continuously

performed throughout the IDSS prototype’s SDLC and opera-
tion stages, following the performance guidelines for each
management control item outlined in the risk management
plan. Validation data is generated to ensure compliance. Spe-
cifically, based on the confirmed SBOM list from the risk man-
agement plan setting stage, the SBOM list, licenses, and secu-
rity vulnerabilities are compared at each SDLC stage to con-
duct SBOM configuration management. Implementation data
is then generated through ledger management for each manage-

ment task.

Baseline Security Control Management: In accordance with the
performance guidelines for each management control item in
the IDSS prototype’s risk management plan, baseline security
control items are continuously managed throughout the SDLC
and operation phases. Evidence of implementation is generated

using the prescribed methods.

Risk Impact Analysis and Evaluation: The risk impact analysis

and evaluation for the IDSS prototype are conducted by assign-
ing severity levels (A/B/C) and occurrence frequency catego-
ries (A/B/C/D/E) for each SBOM and baseline security control
item. The results are then qualitatively classified as high, me-
dium, or low based on the intersection of severity and occur-
rence frequency, as shown in Table 2.

2) System-related Risk Management and Minimization: The fol-

lowing risk management and minimization activities are per-

formed based on the impact analysis and evaluation results of the

risks identified during the system-related risk monitoring phase:
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If the risk impact analysis and evaluation results are classified
as high, technical control and response methods for the IDSS
system-related risk in the NPP are reviewed to determine fea-
sibility.

Additional management control methods are implemented as

necessary.

Corrective actions are carried out as follow-up measures after
the risk.

Risk impact analysis, evaluation results, and corresponding re-
sponses are documented to enable future comparisons.

A risk improvement plan is established and implemented
through periodic functional inspections and security measure

monitoring.

3.5.3 Technical Control and Response to System-related Risk

If a system-related risk causes a failure or performance degra-

dation in the IDSS prototype, despite administrative control

measures, the IDSS safe mode is executed. An auditory and vis-

ual coding-based warning is issued to the main control room

(MCR) operator of the NPP. Additionally, the cause and basis of

the issue are provided upon the operator’s request. The test for

determining safe mode activation consists of three components:

manual initiation, automatic application testing, and automatic

performance testing during model result generation. The IDSS

safe mode display and control method involves adding a dedi-

cated IDSS button to the title bar of the operator display screen
in the MCR of APR 1400-type Korean NPPs. This button per-

forms multiple functions, including status display, warning noti-

fication, acknowledgment of warnings, and page control, de-

pending on the situation.

In the MCR of an operating NPP, it is uncommon for a single

button to perform multiple roles. However, since the IDSS pro-

totype must be additionally installed in the operating NPP, design

changes are minimized to account for the limited information dis-

play space. As a result, the role of the dedicated IDSS button

changes according to the transition situation. The detailed role

transitions and operational sequence for the IDSS button are il-

lustrated in Figure 7. Additionally, the detailed information dis-

play page for IDSS—used for viewing information, conducting

tests, accessing logs, and managing the system—is configured as

a subpage of the existing operator display in the NPP. During

normal IDSS operation, the operator can access the detailed in-

formation display page by clicking the IDSS button. The
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technical control and response sequence for system-related risks

in the IDSS prototype consists of six steps, as shown in Figure

8. Each step is described in detail below.

Step 1) Manual start and automatic test for IDSS prototype ap-

plication: The manual start and automatic test for the IDSS pro-
totype application are defined as check items to be conducted
during each NPP operation shift change. These tests are per-
formed at every shift to verify the soundness of the IDSS pro-
totype software. An IDSS detailed information display page is
configured on the existing operator display in the NPP MCR,
with a “Test” button added to this page. Clicking the button
initiates a test case that executes the entire IDSS logic. The ac-
curacy of the IDSS logic is validated by comparing predefined

result values with the actual results.

Step2) Automatic performance test for IDSS model results:

When the IDSS prototype is in operation and model results are
generated, performance tests are automatically conducted.
These tests evaluate factors such as response time and the reli-

ability of the model output.

Step 3) Determination and recording of IDSS prototype safe
mode entry: If the logic checks from the manual start and auto-

matic test in Step 1 fail, or if the automatic performance test
(response time or confidence level of the model output) in Step
2 does not meet performance requirements or tolerance criteria,
the system is determined to enter safe mode. The determination
result and the process are recorded as system logs, which can
be searched and viewed through the IDSS detailed information
display page.

Step 4) Notification of IDSS prototype safe mode entry: When

it is determined in Step 3 that the IDSS has entered safe mode,
the IDSS button on the upper title bar of the existing operator
display is displayed as a warning window with a yellow border,
and a warning sound is emitted. Upon hearing the warning
sound, the operator can click the warning window to
acknowledge the warning. The window also functions as a
page control button, directing the operator to the IDSS detailed

information display page for more information.

Step 5) Execution of IDSS prototype safe mode at the opera-

tor's discretion: In Step 4, after navigating to the IDSS de-
tailed information display page, the MCR operator can
choose to stop the IDSS function at their discretion, thereby

activating safe mode. Upon clicking the "Function Stop"
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Add a button to the existing MCR operator’s displays

Role transition and operation sequence for status window/warning window/warning
acknowledgment button/screen control button

normal

(status window role mﬂ:f(m
IDSS ce IDSS
Normal

1 time/2 seconds
warning sound

MCR operator. h
P (warning

1 time/1 second blink,

role)

IDSS

IDSS warning acknowledgement
button click, warning
acknowledgement (warning

Click clear button on IDSS
detailed page

MCR operator.
Click IDSS Stop

[~ buttonon IDSS
detailed page
sto|
(status window
role)

button role)

IDSS

—

1 time/1 second - blinking stop, 1 time/2
seconds - warning sound stop, move to
1D5S detailed page (page control button

role)

Figure 7: Role transitions and operational sequences for NPP’s IDSS button

Management control of IDSS prototype

"high’ .

Step 1) Manual start and automatic test for IDSS

system-related risk prototype application generating IDSS model results
+ Risk impact analysis and evaluation + Setas a check item for operator shifts +  Check the performance of the medel
+ Determine whether the evaluation result is + Providing a test button on the IDSS detailed page results (check response time, check the

Manual start of automatic test (logic check)

Step 2) Automatic performance test when

confidence level of the medel cutput)

)

Step 3) Determine and record whether IDSS prototype enters safe mode

+ If (risk impact analysis and evaluation result is high) IDSS
« If (logic check result fails) or
+ |f (response time does not meet the requirement) or Normal

If (confidence level of the model output < tolerance) then Determine whether the |DSS
enters safe mode

Step 4) Notification of entry into safe mode for IDSS prototype

+  IDSS safe mode entry warning occurs (audible warning sound and visual coding)
+ Clicking en warning window to acknowledge (stop audible warning sound and blinking)

IDSS

1 time/1 second blink,
1 time/2 seconds
warning sound

IDSS >

IDSS warning
Ack. button click,
warning acknowledgement

|

Step 5) Safe mode execution by op juds

IDSS

1 time/1 second - stop blinking,
1 time/2 seconds - strop warning
sound, move to IDSS detailed page

for IDSS p yp

+  MCR operator situation judgment
+ Stopping by function stop button on IDSS detailed page
Displaying IDSS stop status window
MCR operator. _m
Click IDSS Stop
button on IDSS
detailed page

Step 6) IDSS return to normal state

+ Questions for information and situation judgment of MCR operators
+ Clicking IDSS stop status window to move to IDSS detailed display page
+ Clicking IDSS safe mode release button under operater judgment
+ Displaying IDS5 normal status window

MCR operator.
———p Click IDSS5 Stop —p
button on IDSS

detailed page

IDSS
Normal

Figure 8: Technical control and response sequences to system-related risk

button, the IDSS button on the title bar of the existing operator
display changes to a status window indicating that the IDSS
has stopped.

» Step 6) Restoration of IDSS to normal state: Restoration of

IDSS to normal state: Following Step 5, the MCR operator can

click the IDSS stop status window to access the IDSS detailed
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information display page, where the information used for the
safe mode determination can be reviewed. The operator can
then restore the IDSS to its normal state by clicking the "Safe
Mode Release" button on the detailed information page. The
IDSS button on the title bar of the operator display then reverts

to its normal state.
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4. Conclusions and Future Plans
An IDSS for the APR1400-type Korean NPP is being devel-

oped to enhance decision-making and reduce human error in the
main reactor under both normal and abnormal operating condi-
tions. A prototype is currently in the design and development
stage. Since an Al-based IDSS has not yet been integrated as a
sub-system of a NPP’s MMIS, there is no prior operational expe-
rience or established countermeasures for potential risks in IDSS
development and operation. Therefore, it is essential to qualita-
tively identify high-impact risks associated with the intelligent
system, formulate appropriate countermeasures, and validate
their feasibility through implementation and evaluation across
the IDSS prototype’s SDLC.

This study designed a system-related risk management chain
for the IDSS prototype targeted at APR1400-type Korean NPPs.
The management chain addresses Al-specific system-related
risks through planning, administrative, and technical controls.
The study established the development and operational concept
of the IDSS, identified risk factors related to data, algorithms,
models, and system elements in the Al-based prototype, and pri-
oritized them through risk evaluation based on NUREG/CR-
6430 [7]. A comprehensive management plan for development
and operational risks of the IDSS prototype was formulated, in-
cluding administrative control measures to address licensing and
cybersecurity risks arising from the use of open-source software,
as well as adversarial machine learning threats associated with
Al technologies. In addition, technical control measures were de-
signed to respond to external cyber intrusions and performance
degradation of the IDSS. However, due to the prototype stage and
lack of field deployment, the study acknowledges data-based
limitations in validating the effectiveness of the proposed con-
trols. Nevertheless, this approach is expected to mitigate losses
caused by system-related risks in NPP IDSSs, improve opera-
tional efficiency, and enhance stakeholder trust in the IDSS
through a structured management chain applied under both nor-
mal and abnormal operating conditions. This marks a significant
step forward in the adoption of intelligent systems in NPPs.

In the future, the proposed system-related risk management
chain will be systematically applied throughout each stage of the
SDLC of the currently developing prototype. Its validity will be
rigorously validated through independent third-party qualitative
review. Furthermore, the IDSS prototype will be continuously re-
fined to expand the scope of risk management, and empirical

evaluations will be conducted using quantitative metrics such as
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residual risk count, configuration compliance rate, and SBOM-
based validation coverage. Finally, the effectiveness of the IDSS
will be conclusively validated through human factors tests con-
ducted in a high-fidelity APR1400 nuclear power plant training

simulator environment.
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